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Diploma in Certified Information Systems Security Professional (CISSP 2019) [Score: 93]

Course Details

This free course will provide you with an understanding of everything you need to know about becoming a
Certified Information Systems Security Professional, and help prepare you for the Certified Information
Security Professionals exam. In the first part of the course, you will go over professional ethics, security policy,
standards and procedures, and you will also learn more about protecting assets and security controls. After a
section dedicated to security architecture and engineering, we will cover secure network components and
secure communication design.
In later modules, you will learn more about managing access to important services, assessing and testing
security, and we will examine security control testing. After that, the course focuses on investigating security
activity, preventing breaches and responding to breaches, which will pave the way for a foundation in
protection techniques and preventative measures. Before the final assessment, a section is dedicated to
software development security.
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Modules Studied

Security and Risk Management

Asset Management

Security Architecture and Engineering

Communication and Network Security

Identity and Access Management

Security Assessment and Testing

Security Operations

Software Development Security

Course assessment


