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Certificate Details

Diploma in Identity and Access Management [Score: 94]

Course Details

This free online course on identity and access management will show you how to analyze the functions of
‘assets’ in an IAM system, as well as the impact of perimeter security management (in other words, securing
the network’s servers, workstations and databases with a variety of tools). Other important factors such as
governance, organizational process and standard approaches in IAM are also broken down for you.
Next, you will learn the importance of Cloud services in providing IAM coverage, and the practical
implementation of strategies and solutions that cover a variety of scenarios. This training course also explains
the functions of software and infrastructure services in IAM management.
The impact of significant changes in IAM technology will be examined, and you will get an in-depth
understanding of vital functions like authentication, ticket-granting servers and standard JavaScript notations
that can be optimized for Internet-based applications. You will also consider resource implications in the
implementation, transition and migration of identity and access management systems.
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Modules Studied

Identity and Access Management

Governance

Key Identity and Access Management Concepts

Organizational Processes

Identity and Access Management - First Assessment

Identity Access Management Guidance and Standards

Cloud Services

Identity and Access Management Implementation

Technologies in Identity Access Management

Case Studies

Identity and Access Management - Second Assessment

Course assessment


